I\

¢ A

KoMnbroTepHO-TeXHUYecKas
aKcnepTU3a

N3BneyeHne aaHHbIX U3 MOBUIbHBLIX YCTPOWCTB, PE3ePBHbIX KOMWI 1 0BNayHbIX XpaHUIULL
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JKcnepTr3a B MOBUAbHBIX YCTPOMCTBAX

CpaBHeHne MeTOO0B U3BNEYEHNA MHJOpMaLnn: PU3NYECKUIN
O0CTYN, NOrMYeCKMn OOCTyN U OOCTYN K 06/1a4YHbIM XpaHUMLWaM.

MCI'IO/'Ib3yeMbIe rnogxo4asl, TMMN4YHbIE I'IpOéfleMbI

ElcomSoft.com © ElcomSoft Ltd. www.elcomsoft.com



000 «IAnkomcohT»

O6paszoBaHa 1990 rogy

®opma cobCTBEHHOCTM - OBLLECTBO C OrpaHNYEHHON OTBETCTBEHHOCTLIO “

« [onosHon odunc B Mockee

*  Okono 20 paspaboTtumnkos

* BblgeneHHas nccnegoBartenbckas komaHaa u3 6 cneynanmcTos “"
« Paspabotkm n nccneposaHusa 6e30nacHOCTV NPOBOASTCS TONBKO BHYTPU

KoMnariy ELCOMSOFT

Microsoft Certified Partner

* Intel Software Partner (Premier Elite)
* MaptHép AMD u NVIDIA
« Bonee 400,000 nonb3osateneit B 100+ cTtpaHax Microsoft Partner

| Application Development
Intelligent Systems

Software
Partner

\
o
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000 «IAnkomcohT»

JocTtyn K 3alwunmppoBaHHbIM

OaHHbIM

+ Toppepxka coTeH (hopMaToB AaHHbIX U MPUIOXKEHUN .
*  OdvcHble AOKYMEHTbI, apXvBbl, 6a3bl AaHHbIX .
*  VIHTepHeT-Opay3epbl, NporpaMmbl MTHOBEHHOTO 0OMeHa .
COOBLLIEHMSIMM, MOYTOBbIE NPOrpaMmbl .
*  CucremHble naponu (Windows, UNIX; macOS) .

*  MeHepxepbl naponem
*  PesepBHble konmn

* BoccraHoBneHue naponen K cCoOTHAM popMaToB AaHHbIX .

*  YckopeHue Ha GPU (B ~50-200 pas bbicTpee, 4em CPU) .

*  Thunder tables (MrHoBeHHasi pacLumdpposka 40-61UTHOrO .
LmcppoBaHns)

*  WUcknrounTenbHasi ckopocTb 6rnaroaaps co6CcTBeHHbIM pa3paboTkam
*  YckopeHue Ha BuaeokapTax (B ~50-200 pa3)
*  MrHoBeHHas pacumdposka Word/Excel/PDF (40-6utHoe
LmcppoBaHue)
+  C6poc napons Tam, rae 310 BO3MOXHO (HET HEOOXOAMMOCTHU
BOCCTaHaBNMBaTb

ElcomSoft.com Page 4

PacnpepnenéHHble BbIYUCIIEHUS

Pabota B nokansHom unm rnobarnsHomn ceTu

JInHenHoe MacLuTabupoBaHue

Vcnonb3oBaHune He3aaecTBOBaHHbLIX PECYPCOB, NiaHMpoBKa
YnpaBneHue odepeabto 3aga4

+ Pa6Gota c nonynsipHbLIMK KPUMTOKOHTENHEpaMM

BitLocker, FileVault 2, PGP, TrueCrypt, VeraCrypt, McAfee, LUKS
ABTOMAaTUYECKNI AETEKT UCNONb3YyEeMOro LLMGPOBaHNS

HaxoxgeHve kntova windpoBaHns B namsitv unu hibernation-cparine
MoHTV1poBaHWe nnm paclumcpoBKa ¢ UCNorb30BaHMEM Mapors, Krova
LLUMpPOBaHMS 1K Krkova BOCCTAHOBMEHUS



NocTnxeHus

Ti m e I i n e Oleg Afonin, Vladimir Katalov

Shafik G. Punja
sics Team

Mobile Forensics -
Advanced
Investigative

= 2002: Beimrpar npouecc “CoegnHénHble LtaTel npotme ElcomSoft” (https://www.cnet.com/news/elcomsoft-verdict-not-guilty/)
= 2007: O6bHapyxeHa «xof ans cneucnyx6» B Quicken (http://www.theregister.co.uk/2007/06/23/quicken_password_backdoor/)

= 2007: MNaTeHT Ha annapaTHoe ycKopeHue ¢ nomoLsto BuaeokapT (https://www.elcomsoft.com/news/135.html)

Strategies

. 2008: Paclmdposka 40-6utHoro wndposaHns B PDF & Word (http://www.prweb.com/releases/thunder/tables/prweb1324054.htm)

- 2010: Banom wudppoarus iOS (http://www.pcworld.com/article/202629/article.html) Master, poweerfy] siratesles o acquire and analyze

evidence from real-life scenarios

. 2011: BoccraHoeneHue naponen BlackBerry (https://blog.elcomsoft.com/2011/09/recovering-blackberry-device-passwords/)

= 2013: N3BneveHne pesepsHbIx konuin 13 iCloud (https://www.elcomsoft.com/news/556.html) [IIJ PGCk'l')

= 2014: Pacwmdposka pesepsHbIx konuin BlackBerry 10 (https://blog.elcomsoft.com/2014/05/phone-password-breaker-3/#bb10)
= 2014: Joctyn B iCloud 6e3 Apple ID 1 napons: (https://www.elcomsoft.com/news/584.html)

. 2015: N3BneveHne aaHHbIx Google (http://www.prnewswire.com/news-releases/elcomsoft-cloud-explorer-forensic-acquisition-of-google-accounts-563228681.html)
. 2016: YganéHHole dpoTtorpadum octatotes B iCloud (https://blog.elcomsoft.com/2016/08/icloud-photo-library-all-your-photos-are-belong-to-us/)

= 2016: MomeHTanbHbIN AOCTYN K UCTOPUM 3BOHKOB U CUHXPOHM3MPOBaHHbLIM AaHHbIM (hitps://blog.elcomsoft.com/2016/11/iphone-user-your-calls-go-to-icloud/)

= 2017: N3BneveHne naponen n HoMepoB KpeanTHbIx kapT n3 Apple iCloud, o6nayHble BbluncneHnss Ha Amazon EC2, goctyn k gaHHbiM Microsoft Account (3BOHKM,
nepenucka, UHTepHeT-akTUBHOCTb, Skype), paclumdposka AaHHbIX WhatsApp, paboTa ¢ obnavHbeiMu pesepBHamu konusimu Android, [...]
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JKcnepTnsa B MOOUINbHbLIX YCTPOMUCTBAX

CnocoObI nony4yeHus nHpopmaumm

®dur3nyecknun oocTyn

 Android, HekoTopble Windows-ycTponcTea

Jlornyeckun goctyn (pe3epBHbIe KONMUK)

» Android*, Apple iOS

BecnpoBogHoe (o6nayHoe) n3sneyeHmne

» Google, Apple iOS, Windows-ycTponcTtea

MHoz0a pabomarom Opyaue criocobbl, HO OHU Hebe3ornacHkl U
HEHaO0EXHbI

ElcomSoft.com

Connected!




JKcnepTnsa B MOOUINbHbLIX YCTPOMUCTBAX

dPusnyeckoe nssriedyeHume (i0S)

* [o iPhone 4 BknounMTENbHO: MNOYTU MOSMHbLIA OCTYN JaXe, eCrn He yaacTcd B3fioMaTb Naporsib

* iPhone 4S/5/5S/5C/6/6S/7: He moxxem B3rioMaTb Naposib, HO €CNU OH N3BECTEH, BO3MOXHO

nseneyveHune (nocne yctaHoBkM jailbreak) — cyuiectBeHHo 6osibwe, YeM NOrMYeCcKNm
N3BNevYeHnem:

* YXe 3arpyXeHHasi Ha YCTPOMCTBO NnoyTa
*  WcTopua nepeasmxeHnn 3a nocrnegHue 45 gHen
*  WcTopusa nogknioyYeHnn K COToBbIM U 6eCnpoBOAHBIM CETAM

« JKypHanbl akTUBHOCTM YCTPOMUCTBA (BKIOYEHNE-BLIKIIOYEHME, pa3bnoknpoBaHue,
NOAKMOYEHNE rapHUTYpPbI, YCTaHOBKA U 3anyCK NPUNOXeHNIA

» [laHHble NpUNoXeHnn (counanbHble CeTH, Nnepenncka B nporpaMmmax oomeHa
coobueHnamu: Telegram, Signal n 1.4.)
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JKcnepTnsa B MOOUINbHbLIX YCTPOMUCTBAX

NoyeMmy npegnoyTuTernieH yaaneHHbIN AocTtyn?

* [lomoraet pas3bupaTtbCsi C 3abNOKMPOBaAHHLIMU U
3awmdppoBaHHbLIMU YCTPONCTBAMMU

* [lpakTnyeckn He 3aBMCUT OT MOAENN YCTPOMUCTBA U BEPCUU
cuctemHoro MO

« T[locnegHsasa Hagexaa, koraa Bce Apyrme MeToabl UCKITHYEHbI

« O6nayHble pe3epBHbIe KoMK BKMOYEHbI MO YMOMYaHUIO B
ycTponcteax Apple; ecnun HeT, 0ObIYHO BKITHOYEHA Kak MUHUMYM
CUHXPOHM3aLMS

» Google cobupaeT nHpopmaLunio Co BCeX YCTPOMUCTB, C KOTOPbIX
611 Npon3BeaeH BXoa B YY4ETHYHO 3aMucCb

* YyeTHas 3anucb B obnake MoxeT coaepkaTb 6onblue AaHHbIX,
4yeM camMo (p13n4ecKoe YyCTPOMUCTBO

ElcomSoft.com Page 8




JKcnepTnsa B MOOUINbHbLIX YCTPOMUCTBAX

OOnayHble 3KoCUCTeMbl

« AppleiOS ’

° B obnake XpPaHATCA NMOJIHble pe3epBHbIE KOMUn

° MHoro gaHHbIX nonagaeT B obnako B pamMKax CUMHXpOHU3aLUnn

. O6nayHoe xpaHunuuie: iCloud Drive

Google/Android (u/unu)

° Pe3epBHbIe KOMNnn npakTn4yeckn OecrnornesHbl

° OcCHOBHOW MexXaHn3m — CUHXPOHU3aUnA ( I ' . , q O I ,

. O6nayHoe xpaHunuie: Google Drive
*  Windows Phone, Windows 10 Mobile
¢ OrpaHn4eHHOe KOMMYECTBO AaHHbIX B PE3EPBHbLIX KOMUSIX -- .
*  YacTb MHGpOPMaLUMM C YCTPONCTB CUHXPOHU3NPYHOTCS .. WI n d OWS P h O n e
+  CobupatoTcst aHHbIE U C HACTOMbHbLIX CUCTEM

. O6nayHoe xpaHunuuie: Microsoft OneDrive

ElcomSoft.com Page 9




JKcnepTnsa B MOOUINbHbLIX YCTPOMUCTBAX

O6nako Apple (iCloud)

« Bnepsble nosiBunock B okTs6pe 2011 B iOS 5
« 5 GB 6ecnnatHo, ganee nnatHo Bnnotb Ao 2 Th / \

* [lomumo pe3epBHbIX Konuin B obnake XpPaHATCA
AdOKYMEHTbI, 3aMETKN, KareHaapwu, AaHHble reosiokaunn mn

MHOroe gpyroe

* CI/IHXpOHVISaLI,I/IFI AdaHHbIX MeXay yCTpOVICTBaMM ‘ l

« ®oTo 1 Buaeo (iCloud Photo Library)

« [laponu u Homepa KpedumHbIX Kapm

ElcomSoft.com Page 10




JKcnepTnsa B MOOUINbHbLIX YCTPOMUCTBAX

O6nako Apple aTo...

e KoHTakThbl

+ JKypHan 3soHkoB 1 CMC

+ [lepenucka B coumarnbHbIX CETAX U Nporpammax
obmeHa coobLLeHnaMH

» Kanengapw n cobbitus

* [louma

*  VHTepHeT-aKTMBHOCTb (MOCELLIEHMS, MOUCK)

 [JoKyMeHTbI, HACTPONKN 1 6a3bl AaHHbIX

*  ®oT0 1 BNOEO

* [laHHble NpuUnoxeHun

* YBegoomrneHus

* ..M MHoOroe gpyroe

-96 ATAT = 2:49 PM © 100% w4
< Settings Safari
GENERAL

Search Engine Google
Passwords & AutoFill

Favorites Favorites
Open Links In New Page

Block Pop-ups ﬁ]i‘

PRIVACY & SECURITY
"\U;

Block Cookies From third partie...

Do Not Track

Smart Search Field

Fraudulent Website Warning (1‘1;; »

v o 46 %m0 [l eeco0 MTSRUS = 10:05 © 46 % W

®e000 MTS RUS ¥ 10:04

< Back Moscow < Moscow Home
¥ |
y. 2N
y’ N
[ \
f el
@ \ | Zakoyt 1
-99 AT&T = 2:49 PM @ © 100% W 4 \\ /*
e 4
{ safari Passwords & AutoFill \\ y €
| contact info, previous names and [ “NRE _,,4/’/
passwords, or credit card info. o
18:50 - 2:04
AR AR aanas ey
Use Contact Info eeeeo Vivacom ®  2:53PM T
“ missed | Edit
My Info
John Doe (i) | Sending1 of 2 Cancel
FaceTime =
088 8898870 (11) 0
\,

Names and Passwords unknown

+359 87 8835294 (2)

Saved Passwords unknown

Persona Non Grata ‘Can | meet up with you
Always Allow FaceTime Audio after swing class to give
Py F—— you your chocolates? |
Allow AutoFill even for websites that RN can't make the class, but |
request passwords not be saved. Home do have some work to get
+359 87 8835294 done in the office and can
- unknown meet after.
i r (I )
Credit Cards - Persona Non Grata
Home

Saved Credit Cards

'here is that fabric store
u took me to?

It's called Purl, on Broome
near Mercer

Q @

Wow. Not sure if

\\'/
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JKcnepTnsa B MOOUINbHbLIX YCTPOMUCTBAX

Nony4yeHune gaHHbIX U3 Apple iCloud

Y Bac ecThb:

* Apple ID u napornb

unu

*  Mapkep ayteHTuUduKaumm (authentication token)
Mponemsbi:

*  Moxet ncnone3soBatbcsa AByxdakTopHasa ayTeHTudukaumsa (2FA), Ho
- UICNONb3Ysi TOKEH, €€ MOXHO 060MNTH

«  Ecnu Bxoa ocyuecTeBnseTca no naposnto, Brnageney, yCTponctasa MoXeT
nonyyYnTb yBegoMneHue

° I'Iaponm " OaHHblE€ KpeaANTHbIX KapT AOMOJIHUTENbHO 3allULLEHbl

«  W3BneyeHne Bcex AaHHbIX — AOMTUIA NPOLECC, HO ECTb BO3MOXHOCTb
BbIBOPOYHOro AOCTYNa (TOMBbKO K HYXKHbIM KaTeropusim)
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JKcnepTnsa B MOOUINbHbLIX YCTPOMUCTBAX

D,OCTyrI K AdHHbIM — 3TO HETPUBUAlribHasA 3agaava

» [laHHble 3awmpoBaHbl U HAXOOATCA B XpaHUULax
CTOPOHHMX nocTasLwukos ycnyr (Amazon, Microsoft,
Google)

= Apple nmeert KnioY WwnpoBaHUs K 9TUM AaHHbIM

= HekoTopble AaHHble (Maponu, AaHHbIe O 300pPOBbeE,
OaHHble KpeaUTHbIX KapT) AONONHUTESTbHO
3andpoBaHbl, UCMONb3yA crneumarbHble Kouu,
NpPUBSA3aHHbIE K KOHKPETHOMY YCTPOMNCTBY

ElcomSoft.com Page 13




JKcnepTnsa B MOOUINbHbLIX YCTPOMUCTBAX

HOoctyn K Apple iCloud

* Bo3MOXeH BbIGOPOYHbIN JOCTYN K AaHHbIM: £ FlcomsoftPhone Breaker

Password Recovery Wizard Tools

s cooBLeHns

°  )KypHar 3BOHKOB
°  afpecHas KHWra,
°  3aMeTKu

o KaneHgapu

= (poTto/BNAEO

©  [JOKYMEHTbI Extract authentication token
= [aHHbIe NPUIOXEHUN
©  WHTEPHET-aKTUBHOCTb (MCTOPUSA NOCELLEHUI U MOMCKa)

BackBery Apple Microsoft

Decrypt backup
sword

Download backup from iCloud
With known pas:

@O & 6

Explore keychain Download files from iCloud

= [lo pomo MOXHO 80ccmaHo8UMb OaHHble 2e0r1oKayuu
= Yacmo mMOXHO ronydums docmyr K obriad4HoU «cesi3ke Krirodel», ¢

OaHHbIMU Opyaux y4émHbIX 3arnuced, coyuarnbHbix cemed,
MecceHOXxepos U m.o.
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JKcnepTnsa B MOOUINbHbLIX YCTPOMUCTBAX

HOoctyn K Apple iCloud

D Elcomsoft Phone Breaker E E = ‘@ D Elcomsoft Phone Breaker EE‘@

Password Recovery Wizard Tools Password Recovery Wizard Tools

Download backup from iCloud Download synced data from iCloud

Viadimir Katalov (564819206) — vkatalov@mail.ru @ Vladimir Katalov (564819206) - vkatalov@mail.ru @

I S N

@O 06
@ O & 6

iPhone I Notes
D SN: DX3T17YNH2XW 27.03.2017
UDID: 6a557ff619b97c26655bbeS6eac59601749208b T0as Y Safari 2 Contacts
iPhone SE i0S version: 10.2
N6SUAP Backup size: 46.70 MB (1 snapshot(s)) See s I Calendars I Calls
D iPhone 7
SN: DNRSHLMAHG7K
UDID: 26f217714d77ae4ef02f88ceff70e69f52d0a975 232232017
iPhone 7 i0S version: 10.2.1 :
D101AP Backup size: 17.92 GB (3 snapshot(s)) See s
Restore original file hames Other types of data (such as data of Wallet, Apple Maps etc.) might be available in Download
Download only specific data iCloud. Support for these types of data will be implemented in future versions

ElcomSoft.com




JKcnepTnsa B MOOUINbHbLIX YCTPOMUCTBAX

iCloud Photo Library: mosibko e obnake

£ Elcomsoft Phone Viewer =) £ Elcomsoft Phone Viewer [E=ErT—)

Fie View Hebp

2] Media

Croated: 13.09.20151143842 Crestods 13.09.2015:143725 Created: 13.09.20151343721 Crested: 13.05.2015: 143704

Apple + Pro HDR
: iPhone

stemp: 13.09.2015:17:34.38

on: Normal
Color Crested: 13.09.2015:14639 Cresteds 13.09.2015:143629 Crested; 13.09.2015: 143601 Cresteds 13.09.2015:143506

29mm

Information
Name: 9ba5d674cacc23458cbd7.

2 image

3251x2445 pixels

:3.14 MB
Modf 13.09.2015:14:35.08
Folder: E:\ICLOUD\2e420c0e8711719054726...

565709874\[23][20150915_000257Z]

Crasted: 13.09.2015:143408 Crested: 13.09.2015:143136 Crested: 13.09.2015:143038 Crested: 12.08.2015:142913
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JKcnepTnsa B MOOUINbHbLIX YCTPOMUCTBAX

Android vs. Google

*  PbiHOK Android-ycTponCTB CUMNbHO (hparMeHTMpOBaH
(0ecssmku mbicsay)
*  HeT 1 He MOXeT BbITb YHMBEPCANbHOMO peLleHns
ANa u3BredeHnsa gaHHbIxX n3 Android-ycTponucTs
+ Google — 310 He Tonbko Android ”
* Google cobupaet gaHHble 13 ApYyrmx NCTOYHNKOB, :
€Cnv Nornb3oBaTenb 3aperncTpnpoBarncs AN
«  Chrome browser (MHTEPHET-aKTUBHOCTb) -
+  Google Maps (kapTbl) CN>=0ID
*  Gmail (noyta)
* Google search (nowuck)

+  Bknouyas KoHKypupyowme nnatdopmsli (i0OS,
Windows Phone/Mobile, PC/Mac, gpyrue)
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JKcnepTU3a B MOOUIbHbLIX YCTPOUCTBAX

Google cobupaeT AaHHble U3 MHOXeCTBa UCTOYHUKOB

. MHoOXecTBO yCTpOVICTB Recent security events Apps connected to your account
° Mac Review security events from the past 28 days. Make sure you still use these apps and want to keep them connected
. Window
dO S #  Google Chrome #  Auth
. iPhone (
@ NewiPhone Sr‘lq‘”“d in (iPhone 6 VK) @ Chrome Remote Desktop ¥ Dropbox
H August 4, 9:47 PM
. iPad e
- (+23 more) » + 23 r
. REVIEW EVENTS | n
. ...n Android ore
MANAGE APPS

. MpunoxeHus

Recently used devices

. Dropbox
. Auth Check when and where specific devices have accessed your account Saved passwords
° Chrome - ‘SF:RE\” DEVICE Manage your passwords from Chrome and Android that are saved with Google
Smart Lock
. Remote desktop
Windows
. Many more | = [ ® 192.168.0.1 & acdsee.com
E iPhone 6 VK I\ adobe.com = aeroflotru
39 minutes ago
(+76 more) > 76 m
(+6 more) > + 6 I I lore + Ore

MANAGE PASSWORDS
REVIEW DEVICES
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JKcnepTnsa B MOOUINbHbLIX YCTPOMUCTBAX

Google Account: 4yTO BHYTpU

* [laHHble nonb3oBaTens (BO3pacT, UHTEpPECH! U T.4.)

* Bce npuBsasaHHbie ycTponcTBa

*  AKTMBHOCTM NPUIIOXKEHUIN, OOCTYN K cepBUcam

* KoHTakTbl, KaneHgapw, sagayu, 3aMeTku D O e
* [louta

* Anbbowmbl (dooTO/BMAEO)

* Yarbl Hangouts

» [laHHble 0 3gopoBbe/akTuBHOCTAX (Google Fit)
* [lepenswxeHna, mecTta

weer MK okl s

Ton npunoxeHun ana cmaptdoHoB (Google: 3 n3 5)

« Chrome
* WcTopusa
. COszHeHHbIe naponv 1 gaHHble ans * Facebook
*  YouTube
aBTO3anonHeHusa

* Facebook Messenger
* Google Search
* Google Play

« 3aknagku
*  WcTopusa noucka
*  MHOXeCTBO CTaTUCTUYECKON MHGPOPMaLINK
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JKcnepTnsa B MOOUINbHbLIX YCTPOMUCTBAX

Google Takeout poowd o

ElcomSoft.com Page 20

OcTaBnsieT MHOro crnegos

He Bca nHdopmauus
aKcnopTupyetcs

OrpaHunyeHHasa rmbkocTb

MHOXECTBO CTPaHHbIX U
HeyaobHbIX dhopMaToB

BGSyMHO MeaJsieHHO

[Mpn goctyne c
«HeoObl4yHoro» IP goctyn
MOXET BrioKMpoBaThbCS

Your account, your data
Download a copy.

Manage archives

Select data to include
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JKcnepTnsa B MOOUNBbHLIX YCTPONCTBAX
Google (1)

New sign-in from Chrome on Windows

Hi Vladimir,
Your Google Account vkatalov@gmail.com was just used to sign in from Chrome on
Windows.
; Vladimir Katalov
v vkatalov@gmail.com
Windows
_D_ Wednesday, March 29, 2017 2:53 PM (Moscow Time)
Russia*
Chrome

Don't recognize this activity?
Review your recently used devices now.
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JKcnepTnsa B MOOUINbHbLIX YCTPOMUCTBAX

Ia _ Chrome Sync

ElcomSoft.com Page 22

Bce yctpouncrtBa
3aknagku

NcTopus cépduHra
OTKpbITblE BKIaaKu
dopmbl

[Maponn

[Mepexoabl cTpaHuL

Chrome Sync can save your bookmarks, history, passwords, and other settings securely to your Google Account and allow you

to access them from Chrome on any device.

The counts below represent all stored items, including those not visible in Chrome.

Apps

7

Autofill

251

Bookmarks

236

Extensions

7

Omnibox History

185

Passwords

141

Settings

131

Themes

1

Open Tabs

119



JKcnepTu3a B MOOUNbHBLIX YCTPOMUCTBAX

Google Timeline

2 Timeline

- MONTH v

Finlond
Norway
ned "t g o 4
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o Germany 2
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e
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Map data ©2017 Google, INEGI

204 places

See your most visited places and all the places
you've been based on your Location History

ElcomSoft.com

Hayes and London

MORE TRIPS

Russia
Mangolia
China SouthKorea  J3P3N
.
Myanmar .
(8rma) .
® Thailand
0
Phijgpines +
L] -

Malaysia
.

10

Map

Indonesia
Home and work
fr
]

Location History is on
Your location is reported by your mobile device and

only you can seeit ul. Vvedenskogc

PAUSE LOCATION HISTORY
£l ul. Bochkova, 11

»

2 Timeline

2017 ~ March v

Hayes and London
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JKcnepTnsa B MOOUINbHbLIX YCTPOMUCTBAX

YTto MmoxxHO nonyuutb Yepe3 Elcomsoft Cloud Explorer

Contacts (1264) Calendars (610) Calls (0] Chrome (2739) Dashboard (7)
Locations (5653) Mail (34549) Media (11217) Google Keep (3) History (62
Wi-Fi (66) Chats (231) User Info (1)
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JKcnepTnsa B MOOUINbHbLIX YCTPOMUCTBAX

Google Dashboard — 1o, 4yTo HegocTynHo 4Yepe3 Google Takeout

YyéTtHasa 3anucb

* email .
* number of Google API clients (sites and apps)
* account time: personal, work, both .
* Activities in last 28 days .
* browsers and OSs that had access .
* |ocations .
* new apps and sites .
YouTube

* number of videos and playlists loaded

* user name

* sex

* last video rating (+video name and date)
* activities for last 28 days

* number of views, by day .
* total views .
* searches .
* likes and dislikes .

ElcomSoft.com Page 25

Uctopua nomucka

last Web search

last image search

last news search

last video search

last maps search

last books search

activities for last 28 days
* top 10 searches
* percentage of searches

by category (web, image etc.)

* activity (by day)

CuHxpoHu3auma Google

number of bookmarks

last sync date

number of passwords
number of Chrome extensions

DaHHble npodpunsa
* Google+ name
* profile URL
* number of phone numbers
* number of "+1"
MouTta
* number of mail threads
* last thread subject
* number of messages in inbox
* last incoming message subject
* number of sent mails
* last sent mail subject
AHppoupg
* make, model
* first auth date/time
* last activity date/time
* apps that backup
their data (name, date, size)



JKcnepTnsa B MOOUINbHbLIX YCTPOMUCTBAX

73 3 or W H 41221

< Back up my data < Manage backups

Pe3epBHble konuu Android

on Backup data to Google
- ~ Automatically back up device data (such as Wi-Fi Dnve
° HaCTpOM KM KaneHD‘apeM passwords and call history) and app data (such as

settings and files stored by apps) remotely.

Images, Files and app settings are

When you turn on automatic backup, device and app uto ckec Jm vour device to
° EeCﬂ pOBOﬂH ble CeTu & I'IapOJ'IVI data is periodically saved remotely. App data can be automatically backed up from your devic:
any data that an app has saved (based on developer Google Drive
06 settings), including potentially sensitive data such as
° contacts, messages, and photos.
oun gomMallHero aKpaHa GOTIT  LEARN MORE
® HaCTpOM KVI anTbI Apps backed up to Google Drive
° YcTaHOBMNEHHbIE NPUSIOXKEHUNA Android System
298.4 KB backed up on Dec 13,2015

*  HacTpoukun asbika

-—

5 g4 BrowserMessage
@ 28.5 KB backed up on Dec 10, 2015

« [arta un Bpewms

*  HacTpoikn CTOPOHHUX NporpamMmm 1 Nx gaHHble BEN Calendar
(04eHb orpaHU4YeHHO) < o) O N o) m

«  )KypHan 380HKO8
«  SMS
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JKcnepTnsa B MOOUINbHbLIX YCTPOMUCTBAX

Google Photos

e  Anbbombl/coObITUS B oo 7 &=

Collections ~ Q  search + O # 0 @

« KommeHTapum

1+]

« EXIF (gaTta, napameTtpbl)

I |

Weekend in Kyiv and
Weekend in Duba1 Dnepropetrovsk
1] - R

« [eonokauuu _ SR aaas —

* OTMeueHHble naun

New Years |n Moscow

Dec 29,2014
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POTO CO BCEX YCTPOMCTB NosSib3oBaTeNs MoryT
6bITb BbIrpyXeHbl B Google Photos

N moryT 6bITb 3arpy»xeHbl Yepes Elcomsoft
Cloud Explorer unu spy4nyto 4epes Google
Drive

Google Photos - aTo He To e camoe, 4To U
Google Drive!

[ononHuTtenbHas nHpopmaums (T.e. METKK
nunu, JaHHble O MECTOMOMNOXEHUW, AaHHble 00
agpece)

Elcomsoft Cloud Explorer ucnonesyet Google
Photos ans nony4enus nonHoro gocryna K
MeTagaHHbIM N300paXxeHnI

JKcnepTnsa B MOOUINbHbLIX YCTPOMUCTBAX

Elcomsaoft Cloud eXplorer =)
fle Vew Heb

: B etelovagmai.com :
@ 652 ] Media
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......

ood.com/login.html .{ﬂ‘.t:.o
« [JaHHble ns Google Chrome " ST LA IA LT
n/auth ':lf..i:.i: {'
« [Maponu CUHXPOHU3OBaHbI ——
o endyhandy.de/shop/addb2b.html '. o -_’ ¢ $ ¢ g
MeXAay yCTponcTBamm Sisizes
« He Tonbko Android LSALRRNIIL
security check;jses '.°. 0.'_..'. !".'o TR
« Screenshot: mbl
MaCKunpoBasin pealsibHble jareversand.de/profireqis.isp Ledtad tLae e

oooooo

MMeHa nofb3oBartenen u hiliger.de/e/ ST LR LR TR LR

naponu :)

inline.com/websc/logon.html:;jsessionid i". .Q:'. 80 LS
¢ Ta KXKE. 3aK'naiulKM’ -banking.lbb.de/Amazon/cas/dispatch. : ...n- . ’..c ".’o .
nepexoabl CTpaHuL, e e
’:;':;i:a' .
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JKcnepTnsa B MOOUINbHbLIX YCTPOMUCTBAX

UcTtopusa noucka

QQQoeol
* MoxHo npocmartpusaTh B Buge I

2015-11-30 09:43:18 http://indiatoday.intoday.in/technology/story/lenovo-to-launch-vibe-s1-in-india-on...
aepesa
2015-11-30 09:43:18 http://indiatoday.intoday.in/technology/story/lenovo-to-launch-vibe-s1-in-india-on...
° yﬂ,06 H aﬂ rpyn I-I VI po B Ka I-I O http://www.techradar.com/news/software/operating-systems/want-to-run-wind...
2015-11-30 09:43:18 http://www.ibtimes.com/lg-g5-rumors-full-metal-design-marvellous-20mp-camera-iri.
OOMEHHbIM agpecam - |
2015-11-29 21:38:08 MOTOROLA Nexus 6 Smartphones - Media Markt
2015-11-29 21:32:32 Dune RC
« 3aronoBok cTpaHuubl 1 URL (Tam,
2015-11-29 21:12:37 Top Stores | Aptoide - Android Apps Store
riule STO B03IVIO>KHO) 2015-11-29 20:54:03 B ebay.de

MOTOROLA Nexus 6 32 GB Blau 6947681521230 | eBay: |

nexus 6 | eBay: https://ww: e.com/url2g=http:/
2015-11-29 20:42:24 eBay Deutschland @bersicht Threr K@ufe
2015-11-29 20:38:11 B checkoutweb.ebay.de

n/url?a=https://checkoutweb.ebay.de

ns://checkoutweb.ebav.de
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MectononoxeHusa: Google Timeline vs. Elcomsoft Cloud
Explorer

*  MoxHo BbIbUpaTb WHSE e

AvanasoH gar .. & T e (oo 2
~ | e \ T < S P
« HacTtpanBaembln macwTab
e 129 LocationHistory
 MecTta 1 mapLpyThbl '
Y riter 2N
« [lpocmoTp B BMAE crmvcka u i e

untk  11/12/2015

Date (UTC +3) Al Location
R u

B BMD'e KaprI 1122015032732 37.62

11.12.2015 03:21:44
unisia
11.12.2015 03:17:31
Morocco -~

e

7

10.12.201521:31:21  37.624

10.12.201521:26:20  37.624.

"""" Algeria 10.12.2015 21:22:29
10.12.2015 21:21:17
10.12.2015 21:21:17

10.12.2015 17:32:31

|
Mauritania | My
\ L— 10.12.201517:27:29  37.630
et Mali Niger 10.12.2015 17:26:22 37630
— \
Google Senean\ [\ ,.J**/ 10.12.201517:22:27  37.624
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Inverness
° Aberdeen
SCOTLAND 3
g ° Dundee
° o
°
®  ®tdinburgh
K
GlasgBw a

Title: Penistone Paramount;
Address: Shrewsbury Rd, Penistone, Sheffield S36 6DY, UK;
Category: Movie Theater;

Longitude: -1.6282532;

NORTHERN Latitude: 53.5254949;

o
Galgvay
Ireland
Limerick
o
Cork
o
(Center: 5458942 -2 53553 [T
Google

Altitude: 0 m;
Start Time: 24.05.2014 12:28:49;
End Time: 24.05.2014 13:47:58;
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“.+ Elcomsoft Cloud eXplorer
| Fie | View Help
= Vkatalov@gmail.com (3 :
102888057678846453652 4) Locations
5 Y riter 2N
Date Created @ Locations
Places 14.12.2010
u 20.03.2017
. Y riter 2N
765 Category: 0
st recent: 25.03.2017 08:
Oidest: 14.12.2010 16:37:23 + Other Date Created
+ Restaurant Routes F 14.12.2010
u v Tourst Attraction 29.03.2017
20.03.2017 08:20:04 (UTC 43 29.03.2017 14:44:57 (UTC 43 Ostankinsky District Other Moscow, Russa 83 -
+ Hotel
28.03.20 fCs3  29.03201707:0939 (UTC+3)  ul Vvedenskogo, 236G Other ul. Vwedenskogo, 23. ] State ark
v Concert Hal
28.03.2017 14:50:05 28.03.2017 19:50:46 (UTC +3)  ul. Bochkova, 11ACISA  Other ul. Bochkova, 11Act 9390 37.6248620 Traffic Polce Staton IEETT i m
v Aiport 8114287 37.6 Driving 32.005
B I B o + Theater Company
28 142226 UTC+3) 28 14:30:05 (U7C Sokohik District Other Moscow, Russa
v Theme Park p— 26835
s + Parking Garage
5.03.2017 10:56:19 )17 14:10:16 (7 +3)  Konfidens Grupp 000 Business Manageme. Spartakovsiaya pl, B
+ Gastropul
Divin 5.341 -
i . < Tourist Informatio. 9 Type:
27.03.201 UTC+3)  28.03.201707:10:57 UTC+3)  ul Vvedenskogo, 233 Other ul. Vvedenskogo, 23
¥ Movie Theater ‘
=P Waking 2.265
27.03.20 27.03.2017 17:09:49 (7 +3)  ul. Bochkova, 11ACISA  Other ul. Bochkova, 11AcL
+ Nature Preserve
] Pub Diving 33.062
27.03.2017 06:15:28 27.03.2017 07:10:16 (T ul Wwedenskogo, 23k3  Other ul. Wedenskogo, 23.
¥ National Forest
+ Historical Landmark Diving 24.604
26.03.2017 16:52:59 (UTC 43 204318 (UTC+3)  ul Vvedenskogo, 233 Other ul. Vvedenskogo, 23 2 Cet Phone Store
+ Book Store Driving 28.442
132017 16:1201 UTC 45 MariVanna Restaurant spiidonyevski per. v subway Station
v Beach Resort Moving 0 Y.
2017 14:10:20 (TC +3)  Presnensky District Other Moscow, Russa ] Cor Rental Agency .
7 - v Ukrainian Moving 018 v
5 7 09:40:41 6.03.2017 13:40:16 (7C +3)  Zamoskvorechye Dit..  Other Moscow, Russa </ Hospial .
v steak v
2017 07:30:04 (U7C +3) )17 09:18:01 (TC+3)  ul Vvedenskogo, 23k3  Other ul. Vvedenskogo, 23 + Shopping Mal oring 16656
+ Chidren Polcinic .
26.03.2017 06:51:15 3 )17 07:11:35 (UTC +3 Basmanny District Other Moscow, Russa ~ American Waling 0923
v Computer Store
5 o Diving 8.588 v
6.03.2017 09:40:41 + Driving 12.484 v
32017 07:30:04 (UTC +3 Diving 20.331 v
26.03 On the subway 20.573 v
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JKcnepTnsa B MOOUINbHbLIX YCTPOMUCTBAX

YyeTHble 3anucu Microsoft

. Windows 8/10 (Mobile) u 6onee nosgHue Bepcun UMELT PasBuTyio
cucTeMy 06nayHbIX pe3epBHbIX KOMUA, KOHLLENTYarnbHO CXoxyto ¢ i0S

. KypHan 3BoHkoB
« SMS
. CurHxpoHu3npyemble faHHble (+Desktop):
. KoHTakThbl
. 3ameTku
. Maponu
. VcTopus nocelieHuni
. WcTopus noncka
. Mepenuncka u 3BOHKM Skype
. [aHHble o 3gopoBbe (HealthVault)

. "onocosoe ynpasnexue/nounck (Cortana)
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