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Apple n Google

OGe KoMnNaHMM cobmupaloT Balun AaHHble

= N yApple, ny Google ectb coObCcTBEHHbIE ODMaYHbIE CEPBUCHI

= Apple iCloud, Google Drive
= (O06e KoMnaHun obpabaTbIBalOT N XPaHAT MMraHTCKMe 06 bEMbI JaHHbIX
= [logxodbl K XpaHeHuto 1 0bpaboTke KapauHarbHO OTNNYaroTCs

= O6e koMmnaHuu COTPpyaAHN4YakoT C npaBoOOXpaHUTESIbHbIMU OpraHaMu,
HO...

= Mo 3anpocCy BbiAakOTCA COBEepPLUEeHHO Pa3Hbie TUMNbl AdHHbIX
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UTto ectb B ICloud

Hactpouku iOS

Ha ckpuHLLOTax nokasaHbl OCHOBHbIE
HaCTPOWKK

He Bce gaHHble eCTb B HACTPOMKax
(Tak, >XypHanbl 3BOHKOB, NOAMUCY K
OTnpaBneHHbIM NMMCbMaM, YEPHbLIE
CMNUCKKN, CNOBapu aBTOKOPPEKLUN He
NoKasaHbl, HO CUHXPOHU3NPYHOTCS)

HekoTopble gaHHble TpebyoT
CUHXPOHM3ALMN «CBSA3KN KMOYEN»
(3oopoBbe, CoobLeHns)

iCloud Drive — cobupatenbHas
KaTeropus (4acTb AaHHbIX AOCTYMNHa
TONbKO CO30aBLUMM UX NPUMNOXKEHNSM,
HanpumMep, pe3epBHbIE KoMK
WhatsApp u Viber)

14:491

< Apple ID iCloud

STORAGE

iCloud 342 GB of 2 TB Used

Photos @ Backups @ Others @ Family

Manage Storage

APPS USING ICLOUD

3} Photos
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Contacts

i Calendars
Reminders
Notes
Messages

& Safari
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Home

Health

On

_—
all ¥ @)

< Apple ID iCloud

Health

Wallet

Game Center
Siri

Keychain

Find My iPhone

iCloud Backup

iCloud Drive

Books
iMovie
Apple Support
Clips
= Maps

Voice Memos
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UTto ectb B ICloud

JocTtyn 4yepes icloud.com

» Uepes canT icloud.com gocTynHbI iCloud @ somes- | @
NULLIb OCHOBHbIE KaTeropumn

= Briageney y4eTHOM 3anncu & m

yBeﬂOM”ﬂeTCﬂ no email Mail Contacts Calendar Photos iCloud Drive

= Pabotaet yepes bpaysep (TokeH

coxpaHsieTca B Buae cookie) . . - ?

Notes Reminders Pages Numbers Keynote

_NOR@®

Find Friends Find iPhone Settings



UTto ectb B ICloud

MopTtan privacy.apple.com

[MopTan gocTyneH ons nonb3oBaTtesien
n3 EC n CLA (a Takke HEKOTOPbIX
OPYrux cTpaH)

[laHHble BblOalOTCA B TeYeHne 7 OHeun

MHoXecTBO popmaTtoB AaHHbIX (txt,
csv, xml, json)

HekoTopble faHHble AN BHYTPEHHEro
ncnosnb3oBaHna Apple OCTyMHbI
TOmNbKO 30€eCb

Hanbonbwnm nHTepec npeacraBnset
kaTeropua Other data

App Store, iTunes Store, iBooks Store, Apple Music activity
0 Apple ID account and device information
@ Game Center activity
@ iCloud Bookmarks and reading list
12 iCloud Calendars and Reminders
iCloud Notes
&E Maps Report an Issue

Marketing communications, downloads, and other activity

@ Apple Pay activity

K3 Apple Online and Retail Stores activity
s AppleCare support history, repair requests, and more
| iCloud Contacts

Other data

The following items may be large and take a long time to download.

® iCloud Drive files and documents

O iCloud Mail

& iCloud Photos

Show more

Show more

Select all




Bbe3onacHocTb ICloud

. Information Available from Apple

iii. Email Content and Other iCloud Content. My Photo Stream, iCloud Photo Library,
iCloud Drive, Contacts, Calendars, Bookmarks, Safari Browsing History, Maps Search
History, Messages, iOS Device Backups

iCloud stores content for the services that the subscriber has elected to maintain in the
account while the subscriber’s account remains active. Apple does not retain deleted content
once it is cleared from Apple’s servers. iCloud content may include email, stored photos,
documents, contacts, calendars, bookmarks, Safari browsing history, Maps Search History,
Messages and iOS device backups. iOS device backups may include photos and videos in
the Camera Roll, device settings, app data, iMessage, Business Chat, SMS, and MMS
messages and voicemail. All iCloud content data stored by Apple is encrypted at the location
of the server. When third-party vendors are used to store data, Apple never gives them the
keys. Apple retains the encryption keys in its U.S. data centers. iCloud content, as it exists in
the subscriber’s account, may be provided in response to a search warrant issued upon a
showing of probable cause.

PUOZErXC~"IOMMUO®>

Device Registration

Customer Service Records

iTunes

Apple Retail Store Transactions

Apple Online Store Purchases

Gift Cards

iCloud

Find My iPhone

Extracting Data from Passcode Locked iOS Devices
Other Available Device Information
Requests for Apple Retail Store CCTV Data
Game Center

. iI0S Device Activation

Sign-on Logs

My Apple ID and iForgot Logs
FaceTime

iMessage




Uto cobupaet Google

NHdopmauns o nonb3osarersie
Cnuncok ycTponcTs
PesepBHble konuu Android (Android 9: 3awimdpoBaHb!)
MHoOroneTHsAs UCTOPUA MECTOMNONMOXEHUA
KoHTakTbl, 3aMeTKK, KaneHgapu
Moyt Gmail
XKypHarnbl 3BOHKOB, TEKCTOBLIE cO0bLEHNS SMS
doTo 1 megna-cannol
Uatbl Hangouts
NcTtopus noncka B Google n YouTube
[aHHble Chrome
* KcTopus, 3aknagku, BKnagku, nepexoqsbl
* [Maponu K y4€THbIM 3anuUcAM 1 JaHHblE
aBTO3anoSIHEHUS
CTaTuUCTMKa UCNonb3oBaHNS YCTPOUCTB

Google Account
COOEPXKWUT:




be3onacHocTb AgaHHbIX B Google

NononHuTenbHasa 6e3onacHoOCTbL?

» [lo ymon4aHuio, forvH, naponb 1 2FA goctaTouHbl Ans OCTyna K OCHOBHOW YacTu
AaHHbIX

= [laxke naponu

= [laxke gaHHble «3popoBbs» (Google Fit)

[aHHble OOCTYMHbI NTI0O0MY, KTO CMOXET BOWTU B YYETHYIO 3anncCb

Google Takeout Bo3BpalLaeT npakTUYeCcKkn BCe AaHHble

B pa3HoobpasHbix popmatax (txt, csv, xml, json)
» PesepsHble konun B Android 3awumndpoBaHbl HadnHasa ¢ Android 9

= ~10% ycTponcTB Ha ceHTAbpb 2019



be3onacHocTb AaHHbIX B Google

Mo>XHO nu 3aWMnTUTb AaHHbIE?

= C HegaBHMX MOP Ha CUHXPOHU3MPOBAHHLIE AaHHble Chrome (1 TONbKO Ha HUX) CTano BO3MOXHbIM
yCTaHOBUTb Naporb

= B 3TOM crny4ae norvHbl U Naponn, NCTOPUSA MOUCKOBLIX 3aMpoCOoB, 3aKnaakn U OTKpbITbie BKNaaku
ByayT 3awmpoBaHbl Nnaponem

= BkntoveHne naposns notTpebyeT BBECTU TOT Ke Naporib Ha KaX4oM YCTPOUCTBE, rae Nosib3oBartesib
ncnonbdyetr Chrome

= BknoyeHne napons He NPUBOAUT K MOMEHTAaNbHOMY yAaneHnio CUHXPOHU3NPOBAHHbIX JaHHbIX
Chrome

= Mbl OTCneXuBanu N3MeHeHUs1 B Te4EHNE HEeCKOSTbKMX OAHEN NOCrie BKITIYEHUS KogoBon dopasbl, HO
CUHXPOHM3auns 1 nseneveHne gaHHbix Elcomsoft Cloud Explorer npogomkanu pabotatb n 6e3
napons

» Kak cosgaTb Kooyt dopasy: https://support.google.com/chrome/answer/1651397hl=ru

» [lopaBnsatowlee 60MbLLUMHCTBO NONb3oBaTeENen 00 3TOM BO3MOXHOCTU HE 3HAET


https://support.google.com/chrome/answer/165139?hl=ru

ICloud n pe3epBHbIE KoMK

» Pe3epBHble KON YCTPONCTB (40 2)

» [laHHble NPUNOXEHN (eCnn paspeLLEeHO
pa3paboTyMKOM); HEKOTOPbIE MPUSTOXKEHNS
MCMONb3yT COOCTBEHHbIE PeE3epPBHbLIE KOMUK

=  ®oT0 (ecnu He BkntodeHa iCloud Photo Library)

= SMS/iMessage (ecnun He BKMNOYEHDI AocTyn K pe3epBHbLIM KOnuaMm

«CoobueHuns B iCloudy») = JlorvH 1 naporb

= [laponu (cBa3Kka Kryen): BOCCTaHOBMEHNE
TONbKO Ha TO Xe YCTPONUCTBO

» HekoTopble NPUNoXeHUs NCNoSb3YT * YacTb AaHHbIX 3alumdpoBaHa
cobcTBeHHble pe3epBHble konun B iCloud Drive annapaTtHbIM KITlO4OM, He

= CUHXPOHU3MPOBAaHHbIE AaHHbIE: OT 3aMETOK U MOXeT bbITb paclumgposaHa
KaneHaapei [0 3A0POBbS Mpy CKauynMBaHmm

» [lpoxoxgeHue 2FA



Pe3epBHble konun Android

OrpaHuyeHusa n cogepxmmoe

Bonbluas 4acTb AaHHbIX CUHXPOHU3UPYETCS, a He
COXpPaHSIETCS B pe3ePBHOM KOMUM

= Android 6.0: nosBrieHne pe3epBHOro KonMpoBaHUg
= Android 8.0: coxpansitotca SMS

= Android 9.0: wndpoBaHne Kogom BrOKUPOBKM = CosgaloTca aBToMaTUYecKH,
Oake ecnuv nonb3oBaTernb

= HacTtponku
P MX He BKJoYar

= YacTb AaHHbIX NPUAOXKEHNI (OrpaHnYeHne Ha
00BbEM)

= SMS (Android 8.0 n BbiLwe)

= XypHan 3BOHKOB

= YpnanstoTca u3 Google Drive
yepes 60 aHen



iICloud: naponwu

CBsa3ska kntoyen iCloud Keychain

[Maponun, kapTbl U TOKEHbI CUHXPOHM3KupYtoTcs B iCloud
Apple He npepocTasnsaeT APl ona gocTtyna K AaHHbIM

KomnaHus Apple He umeeT gocTtyna K naponsam (OHU
3awmpoBaHhbl)

[Ona poctyna TpebyeTca kog 6rOoKMPOBKM OQHOMO U3
YCTPOWCTB, y4aCTBYIOLWMX B CUHXPOHM3ALMN

iCloud Keychain (>




Google: naponu

Smait Lock for Passwords o)

NMaponu B Chrome

Preferences

» CuHxpoHusauma Yepes Google Drive Mo Sl °

« [JoctynHa ana Android, Chrome gns iOS,
Windows, macOS

« [Mo ymonyaHuio AONONHUTENBHOW 3aLlUThl HET e e S

P thinkgaming.com EEERSE eesseeee o X

*  MoxeT BbITb YCTAHOBSIEH AOMNONMHUTENBHbIN X thinkgaming com e, ol x
naponb

« [locTynHbl Mo fiornny, naponto n 2FA

* MomeHTanbHoe n3BrneYeHne N3 KOMNbITEPOB
Windows n Mac (ecnun Chrome yctaHoBMeH, a
Nonb3oBaTernb BOLWWEN B YYETHYIO 3aMunCb)



ICloud: SMS n iMessage

OOnayHble cooboLweHus

CuHXpoHMn3auusa coobueHun nosisunace B i0S 11.4
CoobweHna 3awmdpoBaHsbl

= AES256, TpebyeTtca kon 6nokMpoBKu
Apple ID, naponb n 2FA

Koo 6r10KMpOBKM UM CUCTEMHbIA Napofb OAHOro U3
y4acTBYIOLLUNX B CUHXPOHM3aLUUN YCTPOMUCTB




Google: SMS

SMS B pe3epBHbIX KONMUAX

= CoobueHus B Android He CUHXPOHU3UPYIOTCS
= SMS coxpaHsoTCcs B pe3epBHbIX KOMUSIX
» Android 8 n Hosee (Pixel: Android 7.1+)
= MMS He coxpaHsoTcA
= [1na nasne4vyeHusi goctatodHo 3antn B Google Account

= Android 9 n HoBee: pe3epBHble KONUn
3almdpoBaHbl KOAOM BIOKMPOBKN YCTPOMUCTBA




MecTtononoxeHue

Baw cmapTdoH — naeansHoe yCTPOMUCTBO AOJIA CIIEXKU

= AKTMBHOE U NAacCUBHOE onpeaeneHne
MeCTONonoXeHne

= Bebicokas nnn npm6n|/|3|/|Teana$| TOYHOCTb

* [lOCTOAHHO aKTMBHO (€CINX HE BbIKMIYEHO B
SIBHOM BuAe)

= BbiknovyeHne He Bcerga nomoraetr
https://www.bbc.com/news/technology-
45183041
https://www.macrumors.com/2018/08/13/go
ogle-location-history-disabled-still-stores-
data/



https://www.bbc.com/news/technology-45183041
https://www.macrumors.com/2018/08/13/google-location-history-disabled-still-stores-data/

MecTononoXxeHue

KTo oTCchexnBaeTt MecTononoXxeHue?

= Google (iOS, Android, komnbtoTepbl — Chrome,
Bce cepsucbl Google)

= Apple (i0S, macOS)
= Facebook (Ha Bcex nnatgopmax)

=  OrpomHoe KOnm4ecTBO CTOPOHHUX
NPUNTOXXEHNI, B TOM YUCIE UCMOMb3YHOLLNX
peknamHble SDK; B 60MbLUIMHCTBE NPUNOXEHUI
Taknx SDK 6onee ogHoro; kaxabin SDK
OTNpaBNAEeT AaHHblEe NO HECKOSMbKUM agpecam

«  [axe ecnu ebl omko4ume onpedeneHue
MECMOIMOIOXEHUS




MecTononoXxeHue

3ayem Google, Apple n FB Bawum koopauHaTtbl?

= PasymeeTcs, ona Bawen Nonb3bl:
= Google/Apple Maps, HaBuraums
» FB: nokanbHble cobbITUSA 1 rpynnbl
» PeneBaHTHbLIW NOUCK
= Find My Phone / Find My Device

* YOo6CTBO: MOXHO Y3HaTb 3amnofIHEHHOCTb
3aBefeHus 3apaHee B Noboe BpeMsi, B TOM
yucre B peanbHOM BPEMEHMU

* HaBurayuga BHyTpu NOMeELLEHUN



MecTononoxeHue

3auyem Google, Apple
n FB Bawu
KoopAWHaTbl Ha
camMom pene?

facebook.

Q.

= [lpomaxa peknambl

= (OcHOBHOWM UCTOYHKK goxoga Google

Peknama, NnpmnBA3aHHaA K MECTOIMOJTOXKEHUIO

Facebook: ruraHTckaga peknamHas ceTb

= [lpoaaTtb Bawin AaHHbIe

= Apple n Google He npogatoT AaHHbIE

[Mpogaka gaHHbIX — OCHOBHOW BU3HEC
Facebook

20



Ad Clouds

MecTononoxeHue ol ¥V e

Joup NEX AGE |

|
%) milenniaimedia,

SkyRocket

ADXTRACKING

CTOpOHHME NPUNOXKEHUSA

\

* CTOpPOHHME NPUSIOXKEHUA COOUPaKOT BCe AaHHble, K
KOTOPbIM MOTYT NONy4UTb AOCTYN

= PasymeeTcs, Ans Ballein nonb3abl:

= Bbl MOXeTe urpath B 3Ty Urpy COBEPLLEHHO Ad Mediation Platform

OecnnartHo!

= [lpogaTb BalM OAHHbIE:

PCap GET Ads

*  MHoro4mcneHHble 6pokepbl U NOCPELHUKN
» [laHHble cobupatotca nobbimMu cnocobamm

= Hanpumep, ckaHnpoBaHnem ceten Wi-Fi n
onpegeneHnemM mecrtononoxenus no BSSID

= |P agpec ans npubnmanTenbHOro onpeaeneHus

MECTOMNOSIOXEHUSA Rovio Cloud

User Regisiration R /;‘ ROV%
| 21

Information Collection




MecTononoXxeHue

Ooe xpaHATCA OaHHble?

= Ha camux yctponctax (i0S, Android, Windows, macOS X 1 1.n.)
= Apple iCloud (pe3epBHble KOMUU N CUHXPOHU3NPOBaHHbIE AaHHbIE)
= Google Account
= CTOpOHHME 0bnayHble cepBUCHI

= CoumnanbHbie ceTu

= OUTHEC-NPUIOXKEHUS

= MecceHxepbl

=  CanTbl N NPUIOXEHNSI 3HAKOMCTB

. rlpI/IJ'IO>KeHI/IFI TaKCu

* [1naHnpoBaHWe noes3nok



MecTtononoxeHue

Kak xpaHuT gaHHble Apple

[aHHble XpaHAaTc:

3anuncu B 6asax gaHHbIX

B dpannax PLIST

B 3anucax JSON

CwmewaHHble cTpykTypbl PLIST/JSON B B[]
KypHanbl

CuctemMHble 6a3bl JaHHbIX

[MecoyHMLbI BCTPOEHHbIX U CTOPOHHUX MPUITOXKEHUN
BpemeHHble gaHHbIe 1 K3LW

iCloud

23



MecTononoxeHune
YT1o cobupaet Apple

=  3aBWCUT OT UCTOYHMKA U MecTa *  MoryT 6bITb 4OCTYMHbI:

XpaHeHus
= BbicoTa Hag ypoBHEM MOpA

= [locTynHbl BCcerga: T
= OYHOCTb

= llupota -
=  YBepeHHOCTb (HacKOfbKO cUCTeMa yBepeHa B 3aaHHON

= [JonroTa TOYHOCTU)

= Bpemsa (kak npasuno, B =  PaMKu BO3MOXHbIX LUMPOTLI U JOMTOThbI

dopmate UNIX Epoch)
= CKopocCTb

=  VHorga Bpems OTCyTCTBYeT
= HanpaBneHue

=  VHorga oTCyTCTBYIOT U .
KOOpPAVHATbI = [arta, Korga yCTPpOMCTBO NOKUHYJIO TOUYKY

= Appec — CcTpoKa uUnun Cnncok



MecTononoXxeHue

{
"description": "SOURCE to DESTINATION",
"formatVersion": 1,
Wa"et "organizationName": "The Airlines",
"relevantDate": "2013-02-20T20:40:00+01:00",
"boardingPass": {
[ nyTVI: ) "transitType": "PKTransitTypeAir"
: : "locati "
= /HomeDomain/Library/Passes/Cards P [
] ] L "latitude": 12.11334800,
= /HomeDomain/Library/Passes/BadUbiquitousPasse "longitude": 13.56972200,
S "relevantText": "AirportNamel"
( - - {
= [lanku .pkpass I ' ' "latitude": 80.45861100,
. . "longitude": 80.10611100,
= B d)al/IJ'IaX pass.json "relevantText": "AirportName2"
¥ FANDANGO Londen }
: ]



https://dashboard.elcomsoft.com:8444/display/ARL/12.11334800
https://dashboard.elcomsoft.com:8444/display/ARL/13.56972200
https://dashboard.elcomsoft.com:8444/display/ARL/80.45861100
https://dashboard.elcomsoft.com:8444/display/ARL/80.10611100

MecTtononoxeHue

CTOpOHHME NPUNOXKEHUSA

Allow “Uber" to access
your location even when
you are not using the app?

* MHOrouYncreHHble NpUNoXeHus cobnparoTt
OaHHble

» B Tom 4ucne B poHOBOM pexnme

{
= MoryT He nonagaTb B pe3epBHble KOMUK "jsonConformingObject”:{
"meta":{
~ . "location":{
= XpaHATCSH Ha YCTPOWUCTBE: reourse s 1,
/private/var/mobile/Containers/Data/Appl vependri
ication/<UUID>/Library/Caches/ "longitude":3.4,
"gps_time_ms":1506351484216,
. ~ "latitude":1.2,
<UUID>: yHukaneHbIU udeHmughukamop hordzontal sceuracy”:6s,
ripusrioXxeHus "vertical accuracy":10,
"altitude":0.1
}
}
} 26



MecTononoXxeHue

YacTb AaHHbIX AOCTYMNHO TONbKO NPU PU3N4YeCKOM aHanuse

= O6pas dannoBomn cUCTeEMbI

=  Kaw mectononoxenus (3G/LTE, Wi-Fi)
= YacTble/3Ha4ynTerNbHbIE TOUKU

= Kaw aHanusa meguna-annos

=  K3W CTOPOHHUX MPUNOXEHNN

= Apple Pay

27



MecTononoxeHue
Kaw mecTononoxeHusa (pusanyecknm aHanms)

= Basbl AAHHbIX:
= /private/var/root/Library/Caches/locationd/cache _encryptedA.db
= /private/var/root/Library/Caches/locationd/cache_encryptedB.db
= /private/var/mobile/Library/Caches/com.apple.routined/cache_encryptedA.db
= /private/var/mobile/Library/Caches/com.apple.routined/cache_encryptedB.db

=  Tabnuubl:

= Latitude, Longitude, Altitude, Timestamp, HorizontalAccuracy, VerticalAccuracy, Speed,
Course, Confidence

»  MinimumLatitude, MinimumLongitude, MaximumLatitude, MaximumLongitude



Significant locations

01:50 7 01:50 7 01:514
{Back  Significant Locations { Back Moscow Moscow Edit {Back  Miklukho-Maklaya ulitsa Edit
o
0Snlnechnogorsk Khot'kovo
q Krasnoarmeysk
- - n Peshkovskoye o
Significant Locations () shking Chernogol
Allow your iPhone to learn places significant to you in order Bukarevskoye" o Khim! oV R
to provide useful location-related information in Maps, Istra ONOQW‘S'
Calendar, Photos and more. Significant Locations are -3 0SCO! Pay
encrypted and cannot be read by Apple. rasnogorsk °
Odintsovo | @ ) SByubgrtsy
HISTORY Kubirka . d / Zhukovskiy
o Moskovsi
. Mozhaysk
Kochi Kerala BBIodedovo
1 location, 05/10/2018 Naro-Fominsk <9
D ch
Bawshar Muscat L
£9al. Legal
1 location, 04/10/2018 PR
Miklukho-Maklaya ulitsa 09:21 - 12:37, arrived via a 26 min drive
Hounslow England 87 visits since 24 January 2018 22/09/2018
2 locations, 04/10/2018
) Onma-Mpecc Nueect, 000 00:58 - 08:11, arrived via a 3 hrs, 5 min drive
Toronto Ontario 36 visits since 25 January 2018 22/09/2018
8 locations, 30/09/2018 - 03/10/2018
. X CTonunyHbIl MpoMbiwneHHbli Cotos, 000 23:46 - 09:40, arrived via a 1 hr, 28 min drive
Mississauga Ontario 20 visits since 15 February 2018 20/09/2018 - 21/09/2018
3 locations, 30/09/2018 - 04/10/2018
X Apt T 03:40 - 09:35
Huaxian Guangdong 18 visits since 3 February 2018 20/09/2018
1 location, 26/09/2018
. . TpeigmapkeT, OO0 17:19 - 14:32
Pasay City Metro Manila 11 visits since 4 February 2018 13/09/2018 - 14/09/2018
1 location, 26/09/2018
) ) L'va Yashina ulitsa 07:50 -12:23
Tagaytay City Cavite 5 visits since 18 July 2018 13/09/2018
2 locations, 27/09/2018 - 28/09/2018
o 000, AHTapec 19:26 - 2013
Sheremetyevo Khimki 4 visits since 20 August 2018 12/09/2018
1 location, 25/09/2018
Td Akvatoriya OO0 23:09 - 04:16
lonbeso Mocksa 4 visits since 17 May 2018 11/09/2018 - 12/09/2018

1 location, 10/02/2018

Frankfurt Hess @ ——————



MecTtononoxeHue

NaHHble B iCloud

= CUHXPOHMN3NPOBAHHbIE AAaHHbIE NPUITOXEHNN:

= Apple Maps
= Health

= Calendar

=  Wallet

= [lpamas CUHXpoHM3aUus:

. SC| nificant Locations: TonNbko Npsimas CUHXPOHU3aLMUSA MUHYS
iCloud

* [lopkntoueHuns Wi-Fi
= Onpegenenune no BSSID
=  YacTo Tonbko BpeMS NOAKITHYEHUSA N OTKITHOYEHUS

= B xypHanax cogepxutcsi Bpemsi 1 gata

30



MecTtononoxeHue

Kaw aHanun3a megmna-cannoB

* photoanalysisd — npouecc, aHanusupyowuin megna- /private/var/mobile/Media/PhotoData/Caches/Gr
gigﬁgrﬂggu'ﬁ:’”aqemg TEros, onpeAenenns nu, aphService/PhotosGraph/photosgraph.graphdb

= photosgraph Touku n3 EXIF Ha kapTe

ene Satellite Grid Q Searct
Rodo ZProperty
& photos odac:
Herculeso
4) Memories
D Favorites Pinole®
San Rafael
A people — QS Z__PK
055 °
? Places Gl ° 8ay & Pabloy €I Sobrante

@ imports

oSan Quentin Rlchmand.
° 21 $ifi
I Larkspur® _corte Madera Zidentifier
> [£) Media Types Bolinas ol Cerrito
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» (5] My Albums Stinson Beach”.
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» (5] My Projects aeron, (550 B -
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2V alue_String
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o
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Elcomsoft Phone Viewer

From:

Until:

Vladimir's iPhone X

Y Fitter XN

Date

21.07.2012

20.09.2018

v Devices

<

v

Sources

<

<

<

iPad mini 3 (5)
iPhone (68)

iPhone 4S ()
iPhone 5 (1)
iPhone 5s (3
iPhone 6 (1134)
iPhone 6s (1)
iPhone 7 (1672)
iPhone X (39)
iPhone X (GSM) (5)

Base Station (LTE) (3139)
Calendar (32)

Camera roll (4932)
Google Maps (1165)
Graph Service (851)
Locations cache (37533)
Significant locations (398)

Locations from EXIF and Wi-Fi data is being searched for. [ ————

Locations: 58051

& Locations

Most recent: 20.09.2018 21:39:34 55.6392288 37.5383277
Oldest: 21.07.2012 11:12:19 60.7353333 7.1228333

Sart date | _End dte

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 _

20.09.2018 21:39:02 ...
20.09.2018 21:39:02 ...
20.09.2018 21:39:02 ...
20.09.2018 21:39:02 ...
20.09.2018 21:39:02 ...
20.09.2018 21:39:02 ...
20.09.2018 21:39:02 ...
20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ...

0.09.2018 21:39:02 ...

55.6392274 37.5383805
43.6478675 -79.3725589

43.6473914 -79.3854163

43.6587155 -79.3757145
43.6479719 -79.3841547
43.6531198 -79.3771455
43.6479719 -79.3666280
43.6500623 -79.3841547
43.6479719 -79.3858576
43.6534647 -79.3769452
43.6559167 -79.3518040
43.6509099 -79.3624454
43.6498167 -79.3607394
43.6569374 -79.3571669

43.6596088 -79.3517464

N/A
N/A
N/A

N/A

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

N/A

Locations cache

Base Station ...
Base Station ...
Base Station ...
Base Station ...

v Sources

v| Base Station (LTE) (3139)
v Calendar (32)
v Camera roll (4932)
Unknown
rkoonn v| Google Maps (1165)
Unknown .
T v Graph Service (851)
Unknown
‘o v Locations cache (37533)
Unknown
— v| Significant locations (398)
Unknown
Unknown Accuracy: 1.41 km
Unknown Accuracy: 1.41 km
Unknown Accuracy: 1.41 km
Unknown Accuracy: 1.41 km
Unknown Accuracy: 1.41 km
Unknown Accuracy: 4.85 km
Unknown Accuracy: 1.41 km
Unknown Accuracy: 1.41 km 32




icnonb3oBaHune tenedoHa

Baw cmatpdoH 3HaeT 6onblue O Ballen XXU3HU
= Y Apple n Google HegaBHO NosiIBUNUCH
cpeacrtea y4éTta n cTaTUCTUKK

» [leTanbHble AaHHble UCMNOSb30BaHUA
NPUNOXEHUN (NSIKC NO KaTeropusm)

» Yacosad, gHeBHasi U HeaernbHas
CTatTnUCTUKa

20m




Apple Health

NCTOYHMKM AaHHBLIX «340POBbLE»

= [IpunoxeHne «300poBbe» CODUPAET AaHHbIE KaK C CaMoro
iPhone, Tak 1 13 MHOMOYMCNEHHbBIX CTOPOHHUX NPUITOXEHWUI

* cnonbaytotca gardunkm Yacos Apple Watch n naHHble
YCTaAHOBNEHHbIX Ha Yacax NpuUnoXeHumn

= JlaHHblE NOCTYyNnaroT aBTOMaTN4eCKN

. I'Iynbc nornb3oBartesid B MOMEHT COBEPLUEHUA
npecrtyrnineHna — BaKHasdd KOCBEHHaAsA yIrinka

£ o3

T,

O
O
O
C

Today

Health

Vladimir's Apple Watch
Vladimir's Apple Watch
Vladimir's Apple Watch
Vladimir's Apple Watch
Vladimir's Apple Watch 3
ExkaTepuHa's Apple Watch
Vladimir's Apple Watch
ExaTtepuHa's Apple Watch
Sega’s iPhone

iPhone

Kate's IPhone 7

iPhone 7
[ | ] )
1 Vg

Health Data Sources

o

Medical ID



Uacbkl U1 «300poBbE»

Oo6nayHbIV aHanus

= Apple Watch — ogHO 13 OCHOBHbIX YCTPOWUCTB,
nocTtaeBnaArLWnX nHpopmaumo cucteme Apple «300poBbe»

* BonblKWHCTBO Nosnb3oBaTenen ycraHaBnNMBaeT O4HO U
HECKOSbKO CTOPOHHUX npunoxeHnn (Pedometer++,
Runkeeper, Strava n T.n.)

» [logcy€eT WwaroB Nosfib3oBaTensd U U3SMepeHne nynbca gaxe
B oTcyTcTBue iPhone

= Bo Bpems npobexek n pusnyecknx ynpaxxHeHum nynbc
N3MepsIETCA NOCTOSIHHO; BKITHOYAETCS aBTOHOMHbIN AaTynK
GPS, oTcnexmBaloTcsa 1 CoOXpaHstoTCa KoopanHaTbl




AHanun3 Apple Watch

Oo6nayHbIV aHanNus3

= [laHHble «300poBbLSA» B 0bnake HagéxHo 3awmngposaHsbl (iI0S 12, 13)

o

o

He npenocrtaenstoTcs Apple no 3anpocy oT NpaBooXpaHUTENbHbIX OPraHoB

Mbl eQMHCTBEHHBbIE, KTO CNOCODEH M3BMeYb U paCIJJI/I(prBaTb 9T aHHble

= [1nAa usBne4vyeHUs AaHHbIX «340POBbA» HEOOXOAUMBI:

o

o

o

Elcomsoft Phone Breaker (Forensic Edition)
JlornH 1 naposnb ot y4eéTHoun 3anuncu Apple ID nonb3oBaTtens

OpagHopasoBbin Kog ABYXdakTopHOW ayTeHTUdMKaUnK (MOXHO nony4nts Ha SIM-
kKapTy B Buge SMS)

Ko 6rnoknpoBkm iPhone nnu naponb oT komnbtoTepa Mac nonb3oBaTterss



JKpaHHOE BpeMS

CtaTucrtunka ncnosnb30BaHUA

=  OTYETbI MO AHAM U Heaensam
= Kateropusaums npunoxeHun

=  OTCcnexunBaHue Kaxaoro NPUITOXKEHNA U
LenblX KaTeFOpMVI

=  YYET KonmyecTsa BKITHYEHUN U
pa3brnoknpoBaHU YCTPONCTBA

« CUHXpOHU3UpYyeTCA C 0O6Nako co Bcex
YCTPOUCTB B paMKax YY4ETHOU 3anucu

{ Screen Time  Screen Time

MOST USED

() Reading & Reference

6 Reddit

Games
() Social Networking

Productivit
7 Y

Safari
@
% Tweetbot

Show More
1 09 per day

Picked Up Phone

() 12:09+

« Search

¢ Screen Time  Screen Time

109 per day

Picked Up Phone

Most Pickups

DTIFICATIONS

1,018°

Messages

r@ Insta'gram
m Mail -

Spark
:
N — Ve e




Google

Digital Wellbeing

= [loCTynHO B HEKOTOPbIX
cmapTtdoHax ¢ Android Pie

= [Jlo cux nop Beta
= HyxHa yctaHoska n3 Google Play

= [JlocTyn Yyepes HacTpPoOWiku
yCTponcTBa

= [EXXeOgHeBHble OTYETDI
=  KonunyecTtso pa3bnoknpoBok
=  YBeOoMIneHus

= CTaTuUCTMKa NCNoSb30BaHUA
Nno NMpPpUJIoXKeHNAM

© ® ©Q 0

12:38 EE oz 9@ 093%

< Google Play Q

) Digital Wellbeing (Beta)

¢ . Google LLC

Tools

UNINSTALL

=W 092%

1241 = P B

JB You're abe
< Digital Wellbeing

ES File Explorer Pro
Accounts R Camera
BlackBerry Hub+ Account, Google, Skype w e ”""*‘"//\
d21Seps "/

T Hub { 11 min
AcceSSIblllty ew feature chrom:\ W Telegram
Screen readers, display, interactio 3 phone wi

Nova Laund}\
‘ Settings
POTY . Play Store
Digital Wellbeing > !
Screen time, app timers, Wind Down 8 57

Unlocks Notifications

Ways to disconnect

Google

Services & preferences Dashboard

0 app timers set

Wind Down
From 21:00 to 09:00

System
Languages, time, backup, updates

Reduce interruptions

Manage notifications



Google
Family Link

= OTpenbHasa noagcucTema KOHTpPOJIA «AeTCKOro BpemMeHun»

» TosnbKO ONs OETCKMUX YYETHBIX 3arnmcen

=  ABTOMaTU4YECKME OrpaHndeHunst (Hanpumep, CTaHOBUTCSA HEAOCTYMHbIM
npunoxeHue YouTube)

. OrpaHVMeva: obwme 1 no KOHKPETHbLIM MPUINOXEHUAM
= Hert Karteropm3auunm
» PoaouTtenb OoOmKeH BPY4YHYIO HACTPOUTb yCTpOIZCTBO

= JlanbHenLwmnm KOHTPOrb Yepes obrnako



OKpaHHOE BpPeEMS U OrpaHNYEeHUS

Peanusauuun Apple n Google

" Apple Screen Time = Google Digital Wellbeing
= CTaTuUCTMKa No UCMONb30BaHNUID . T -
NPUAOXKEHMIA 1 KaTeropuii OJTIbKO CTaTUCTUKa NPUNOXEHNN
= E)XxegHeBHble M HeOENbHbIE CBOOKU = E)XeaHeBHble CBOAKMU
" CVIHXpOHI/I3aLI,VIF| yepes iCloud L] CI/IHXpOHM3aLI,I/II/I HeT

= CTaTtuctuka n orpaHn4yeHud
= TonbKO npn Ncnonb3oBaHUN

» OrpaHu4eHune no BpeMEHN CyTOK Family Link (Torbko ans geten)
= CTartucTika no yBeaoMIeHUAM

CTaTucTMKa no yBeaoMIieHUsIM
= Koag-naposnb orpaHUyYyeHnin SKpaHHOIo 5
BpeEMEHN » HeT Koga nnu napons orpaHn4eHnmn



Google Dashboard

=  Apple cnHxpoHusnpyet
OKpaHHOe BpeMs

= Google — HeT
= (Google 3HaeT MeHbLUe?
3mo He mak!

= Google Dashboard
COAEPXMT NOAPOBHENLLYIO
nHpopmauymo 06
MCMOb30BaHNM YCTPOWCTB
(6onblie, 4em Screen Time un
Digital Wellbeing BmecTe
B3ATblE)

See and manage the data in your Google Account

Your data includes the things you do, like searches, and the things you create, like email

Need a copy? Download your data

Popular Google services

M Gmail
75,375 conversations

” Maps
A" Home: Helgolander Ufer 7A, Berlin

@ Search activity
ON

31

Your Google services

Account
Email: aoleg78@gmail.com

» I Books
3 books in your library

Analytics
1 account

wpa Calendar
2 calendars

Android
40 devices

Chrome
Last sync: today at 09:14

EXPAND ALL

Contacts
239 contacts

Drive
100+ files

M Gmail
75,375 conversations

Google Play w Maps o+~ Package tracking
1,743 apps A" Home: Helgolander Ufer 7A, Berlin Real-time updates: ON
Payments Photos .. SearchConsole

1 payment profile 649 photos ¥ 1site

Tasks Voice YouTube

1 task list 14 calls ° 1 video

Your activity data

This data is used to make Google services more useful to you

Device Information
ON

Location History
ON

@ Search activity
ON

@, Voice & Audio Activity
ON

o\ YouTube Search History
ON

° YouTube Watch History
ON



brnvxavwee dbyaoyulee
iCloud

Bcé 6onblue AaHHbIX AN CUHXPOHU3auum

= YmMHbI gom (HomePod, gatymkm, TepmocTathbl 1
ocBelleHNe)

=  3OKpaHHOEe Bpem4

» [laHHblE, paHee OOCTYIlHble B PE3€pPBHbLIX KOMUAX, 6yﬂ,yT
nepeHoCnTbCA B CUHXPOHU3NPYyEMbIE KOHTeIZHepr

=  3TO0 yXXe npoucxoauT

= {OS 13: xxypHan 3BOHKOB 1 uctopusi Safari ncknoveHsl
N3 0bnadHbIX pe3epBHbIX KOMUN, AOCTYMNHbI TONLKO B
BUOE CUHXPOHN3UPOBAHHbIX 3anncemn

101197

{ Screen Time

SCREEN TIME

5h 37m per day

Last 7 Days

all = @)

Devices

Today at 10:19

Social Networking

17h 50m 6h 57m

Weekly Total

LIMITS

Games

Social Networking

MOST USED

n Facebook

5h 8m

39h 19m

1hr

6 hrs

SHOW CATEGORIES

7h 19m

= Mail
4h 53m

Navi

3h 55m

Messages

u 3h 52m

s TaAlarmrars



[lpuBaTHOCTL AAHHbIX
Google Android

MHorve npunoXeHns oTCneXmBaeT NoKauuio; AN 3Toro He
HY>XEH [00CTYyn K paspelueHnto «MecTononoXxeHne»

JTroboe npunoxeHune Android moxet nonyunte BSSID
TekyLen Toukn goctyna Wi-Fi

MoaHo onpegennTb fiokaunto (NpnbnuantensHo) u no IP

JTroboe npunoxeHne MOXeT ckaHnpoBaTb cnncok ceten Wi-Fi

EanHcTBeHHas Touka BSSID nossonsieT onpegennTb
MECTONOSOXEeHMe C TOYHOCTbIO nopsiaka 20 meTpos

Tpunanrynaumsa Heckonbknx BSSID ewwé TouHee

[1ns 3TOro co3gaHo MHOXEeCTBO cepBUCOB, KakK MnaTtHbIX,
TaK U NOJTHOCTbIO OTKPbITbIX

openwlanmap.orqg

V g

Android cobupaeT 6onbLue
OaHHbIX, yeMm iOS

Google cobupaet 6onbLie
OaHHbIX, Yyem Apple


https://openwlanmap.org/

[lpuBaTHOCTL OAHHLIX

Uctopusa mectononoxeHusa Google Location History

* [logpoGHble M TOYHLIE AAHHbIE =~ {sweden .E
- Norwaig‘ Finland

« CobupatoTcs gonrme rogpl &

Baltic Sea ESW"“

Latvna

* W3 BCeEx yCTpomncTB C 0QHUM
Google Account & kel RS SRS

~ accounts
JrabEd e AR @ fommeetan @ Locations

North Sea oc:\:l
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G I —\ ) Sudan J > Map created at GPSVisualizer.com
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[lpBaTHOCTL AA@HHbIX

doTorpacdhum

- :
s G i, ] Media

« ®otorpadun nonagatoT B Google Photos
MO YMOSYaHMIo

« 3710 BecnnaTHo: cxkaTtble doTorpadmn He
yuynTbiBalOTCA B KBOTE (ans mogenen Pixel
— He y4nTbIBalOTCH N HecxaTble poTo)

« [JaHHble goctynHbl B EXIF




file:///Users/ElcomSoft/Library/Application%20Support/E ¢ o o I

100% 4% J| Google map v E
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Map created at GPS! r.COMm
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[lpBaTHOCTL AAHHbIX

OTKy,D,a MOXHO U3BJieYvdb AaHHbIe

YCTpPOMNCTBO: fIoKaribHble pe3epBHble KOMun
Y4éTHas 3anncb: obnayvHble pe3epBHbIE KONUK
YcTponcTteo: omsnyeckn gocTtyn

[aHHble C yCTpPOMNCTBA, CUHXPOHU3NPOBAHHLIE HA KOMMNbLIOTEP NONb30oBaTENS
(Hanpumep, naponu bpaysepa, 3aknagku, NCTOPUS NOCELLEHNI)

Y4yéTHasa 3anmcb: CUHXPOHM3NPOBAHHbIE AaHHbIE

YyéTtHas 3anuck: cnyx6bl Apple Find My Phone, Apple Find Friends. Google
Find My Device

CTOopoHHME cepBUCHI N 0bnaka: 3aBUCUT OT Bradesnbla cepBuca



Apple n 3akoH

OOpaboTka 3anpocoB OT NPaBOOXPaAHUTESIbHbLIX OPraHoB

= [1ng Bblgayn nHopmMaumm rno 3anpocy He HyXXHbl NOrMH 1 naporb, goctatodHo Apple ID, cepunHoro Homepa
yctpowncTtea, IMEI, email

= ECnv norvH v napoJsJib HeOOCTYMHbI, 3arnpoc MOXET ObITb €UHCTBEHHLIM CNOCO60OM noJiy4nTb JaHHbIE

=  BropokpaTna: CNOXHOCTb U ASIUTENTbHOCTL 0POPMIIEHUS
= ObpaboTka 0O ABYX MecsLEB

= Apple Bblgaét gaHHble B 3almngpoBaHHOM ABOMYHOM hanne
= Knoy wngpoBaHns npunaraetcd, UHCTPYMEHT AN paclumdpoBKU — HET
= CTOPOHHME CEepBUCHI U MHCTPYMEHTbI CTOAT OOMOMHUTENBHbLIX AeHer

= Apple He Bblgaét naponu, coobLleHNsa N AaHHble «340pPOBbAY

= cnonb3yeTca JoNonHUTENbHOE WndpoBaHue

48



N3aBne4vyeHune n3 obnaka

UHCTpyMeHTbl 06na4yHoro aHanusa

= [Taponu, coobLieHns, gaHHble 300p0BbA U DKPaHHOIO BpeMeHU B obnake HageXHo
3awmdposaHsbl (iI0S 12, 13)

o

He npenocrtaenstotcs Apple no 3anpocy oT NpaBooXpaHUTENbHBIX OpPraHoB

= [na n3ene4vyeHns AaHHbIX HEOOXOAUMBI:

o

o

o

CooTteTcTBYOWMI NpoayKT (Hanpumep, Elcomsoft Phone Breaker)
JlornH 1 naposnb ot y4éTHoun 3anncu Apple ID nonb3oBatens

OpgHopasoBbin Kog ABYXdakTopHOW ayTeHTUdMKaUnK (MOXHO nony4nts Ha SIM-
kKapTy B Buge SMS)

Koa 6rnokunpoBkm iPhone nnu naponb oT komnbtoTepa Mac nonb3oBaTterss



Mobile Forensics Day 2019 “

e

ELCOMSOFT

Ball LWUNMOH: YTO MOXeT paccKa3aTb O BacC
BaLle MOOUNbHOE YCTPOUCTBO

Bnadumup Kamanoe

000 «3nkomcogpm»
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